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Driving Growth With SOC Reporting
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What Is SOC 
Reporting?
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• SOC stands for System and Organization Controls
• Reports are issued by independent CPAs in 

accordance with AICPA standards; no internal or self-
assessment option

• Evaluate internal controls related to services provided 
by service organizations 

• Provides transparency and trust between service 
providers and users 

• Helps manage third-party risk 
• Used to meet customer, auditor, or regulatory 

assurance requirements

SOC Basics
Introduction to SOC Reporting

What Is SOC Reporting?

6

Service Organization: An entity that provides 
services to other organizations, often as part 
of their information system or control 
processes. Examples include payroll 
processing, IT outsourcing, and credit card 
processing.
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Why SOC Reports Matter
SOC Basics
Introduction to SOC Reporting

Reduce the burden of completing 
repetitive security questionnaires

Provide auditors with the necessary 
third-party control information

Support due diligence during 
fundraising or M&A

Help win and retain customers

Often required to meet contractual 
or regulatory obligations 

Demonstrate a commitment to 
transparency and accountability 
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SOC Report Types Overview

SOC 1
Focus on controls over financial 
reporting
• Evaluates controls relevant to 

financial reporting essential for 
organizations impacting clients’ 
financial statements

SOC Basics
Introduction to SOC Reporting

SOC 2
Focus on security, availability, 
processing integrity, 
confidentiality, and privacy
• Assesses systems against the 

Trust Services Criteria 
(security, availability, 
processing integrity, 
confidentiality, privacy)

SOC 3
Public version of SOC 2 for 
general use 
• A public-facing version of SOC 

2, designed for general 
distribution and marketing use
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• SOC 1 reports focus on controls relevant to financial 
reporting

• They are designed for service organizations whose 
services can impact their clients’ financial statements

• Control objectives defined by the service organization 
• Control objectives can be customized to the service or 

system provided
• Common issuers include Anything-as-a-Service 

providers, financial services providers, payroll 
processors, benefits administrators, and loan 
servicers

SOC 1 Overview
SOC Basics
Introduction to SOC Reporting
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SOC 1 Report Users
SOC Basics
Introduction to SOC Reporting

• User entity auditors rely on SOC 1 reports to gain assurance over business process and general 
information technology controls at service organizations

• Controllers and finance teams use SOC 1 reports to meet financial reporting obligations
• Often included in internal audit procedures or Sarbanes-Oxley (SOX) documentation
• Reduce the need for user auditors (both internal and/or external) to perform direct testing at the 

service provider
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SOC 1 Report Components
SOC Basics
Introduction to SOC Reporting

Section of Report Description

Service Auditor’s Report 

Independent opinion on the presentation of the description in accordance with AICPA 
requirements, and control effectiveness 

• Suitability of design and implementation of controls (Type 1) 

• Suitability of design and operating effectiveness of controls (Type 2)

Management’s Assertion Statement that controls are fairly presented and functioning as described

System Description Overview of services provided, control environment, and boundaries

Control Objectives, Control Activities, 
and Testing Procedures and Results 
(Type 2 only) 

Detailed list of each control objective and related controls; auditor’s test procedures and 
findings over the reporting period are included for Type 2 reports only

Other Information Provided by 
Management 

An optional section for management to provide additional information to report readers that is 
unaudited
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When Is SOC 1 Appropriate?
SOC Basics
Introduction to SOC Reporting

• Your services impact customer financial 
reporting

• You’re a financial services, payroll, claims 
processing, or loan servicing provider

• Your customers’ auditors request SOC 1
• SOC 1 supports financial audits
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• SOC 2 reports focus on controls relevant to security, availability, 
processing integrity, confidentiality, and/or privacy

• It is intended for technology and cloud-based service providers
• Trust services criteria relevant to security are mandatory; others 

are optional based on service commitments and system 
requirements 

• Less customizable than SOC 1 as trust services criteria are 
predefined; however, the trust services criteria are evaluated 
based on the service organization’s unique service commitments 
and system requirements for the service or system provided to 
the user

• Common SOC 2 issuers include technology and cloud-based 
service providers

SOC 2 Overview
SOC Basics
Introduction to SOC Reporting
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Trust Services Criteria Explained
SOC Basics
Introduction to SOC Reporting

• The Trust Services Criteria (TSC) are 
issued by the AICPA and provide a general 
framework for SOC 2 reporting

• The TSC is based on the COSO framework 
and draws in elements of other frameworks 
including NIST 

Security:

Information and systems are protected against unauthorized access, unauthorized disclosure 
of information, and damage to systems that could compromise the availability, integrity, 
confidentiality, and privacy of information or systems and affect the entity’s ability to meet its 
objectives.

Availability:

Information and systems are available for operation and used to meet the entity’s objectives.

Processing Integrity:

System processing is complete, valid, accurate, timely, and authorized to meet the entity’s 
objectives.

Confidentiality:

Information designated as confidential is protected to meet the entity’s objectives.

Privacy:  

Personal information is collected, used, retained, disclosed, and disposed of to meet the 
entity’s objectives.
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SOC 2 Report Components
SOC Basics
Introduction to SOC Reporting

Section of Report Description

Service Auditor’s Report 

Independent opinion on the presentation of the description in accordance with AICPA 
requirements, and control effectiveness 

• Suitability of design and implementation of controls (Type 1) 

• Suitability of design and operating effectiveness of controls (Type 2)

Management’s Assertion Statement that controls are fairly presented and functioning as described

System Description Overview of services provided, control environment, and boundaries

Trust Services Criteria, Control 
Activities, and Testing Procedures 
and Results (Type 2 only) 

Detailed list of each control objective and related controls; auditor’s test procedures and 
findings over the reporting period are included for Type 2 reports only

Other Information Provided by 
Management 

An optional section for management to provide additional information to report readers that is 
unaudited
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Who Uses SOC 2 Reports?
SOC Basics
Introduction to SOC Reporting

• Customers in regulated industries, e.g., healthcare, 
banking

• Procurement, InfoSec, and vendor risk teams
• Regulators and business partners
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When Is SOC 2 Appropriate?
SOC Basics
Introduction to SOC Reporting

• You provide SaaS, cloud, or IT services
• Customers require assurance over information security, availability, confidentiality, processing 

integrity, and/or privacy of the information systems you use to store or host their data 
• You’re handling confidential or private information
• It’s an industry expectation and/or contractual requirement
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SOC 3 Overview
SOC Basics
Introduction to SOC Reporting

• SOC 3 is derived from a SOC 2 engagement but 
intended for general public consumption

• Unlike SOC 2, it contains no sensitive details, 
allowing broad distribution

• Used as a marketing and transparency tool to 
show commitment to controls and trust

• No detailed testing or control activities are 
included

18
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SOC 3 Use Cases
SOC Basics
Introduction to SOC Reporting

• Marketing and trust-building tool
• Public website distribution
• Ideal for demonstrating assurance without confidentiality concerns
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When Is SOC 3 Appropriate?
SOC Basics
Introduction to SOC Reporting

• You want a public-facing report to demonstrate transparency 
and trust

• Your customers don’t need detailed testing
• You want a marketing-friendly trust report
• You already have a SOC 2 report
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Type 1 vs. Type 2 Overview
SOC Basics
Introduction to SOC Reporting

Type 1:
• Focuses on the design of controls at a specific 

point in time
• Suitable for first-time reports or new control 

environments
• Helps prepare for a Type 2 examination

Type 2:
• Evaluates both design and operating 

effectiveness over a review period (typically 6–
12 months)

• Provides higher assurance to customers and 
auditors

• Commonly requested in mature or regulated 
environments

• Applies to both SOC 1 and SOC 2 reports
• SOC 3 reports are required to be over a period of time (cannot be Type 1)
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Why Do SOC 
Reports Matter?
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Strategic Value of SOC Reports
Why Do SOC Reports Matter
Introduction to SOC Reporting

• Clients are under increasing pressure to manage 
third-party risk and use SOC reports to assess 
vendor security and compliance posture

• SOC reports offer independent assurance over 
key systems, key reports, and controls

• Enterprise customers often require SOC reports 
during procurement processes

• Regulatory requirements may mandate vendor 
assurance for certain industries

• SOC reports reduce the need for time-consuming 
security questionnaires or on-site audits
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Strategic Value of SOC Reports (Continued)
Why Do SOC Reports Matter
Introduction to SOC Reporting

• Builds trust and credibility with prospective and existing 
clients

• Facilitates faster sales cycles by removing procurement 
barriers

• Demonstrates operational maturity and commitment to data 
protection

• Strengthens internal control frameworks and supports 
compliance initiatives

• Enhances visibility into internal processes, creating 
opportunities for optimization and risk reduction

• Reduces the burden of repeated client audits by providing 
one authoritative report
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How SOC Reporting 
Works
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Overview of Steps in a SOC Journey
How SOC Reporting Works
Introduction to SOC Reporting

Readiness 
Assessment 
(optional but 
strongly 
recommended)

Planning and 
Scoping

Evidence 
Gathering 

and Testing

Reporting

1 2 3 4
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SOC Readiness Assessment
How SOC Reporting Works
Introduction to SOC Reporting

• A SOC readiness assessment is a consulting engagement, not an examination
• Performed before undergoing a SOC examination

• Unlike a SOC report, it does not include an attestation opinion from an independent CPA
• Its goal is to prepare an organization for a successful SOC Type 1 or Type 2 examination
• The assessment reviews the design and implementation of current controls
• Gaps in documentation, control execution, or monitoring are identified
• Recommendations are provided to align processes with Trust Services Criteria (SOC 2) or Control Objectives (SOC 1)
• Organizations often perform a readiness assessment 3–6 months before undergoing their first Type 1 examination or 

beginning their specified period for a Type 2 examination
• Benefits include reduced risk of report exceptions and improved internal alignment

Assign internal champions and 
control owners 

Document and automate controls 
where possible 

Train staff on evidence collection 
and audit readiness 

1
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Planning & Scoping
How SOC Reporting Works
Introduction to SOC Reporting

• Define in-scope systems and services
• Determine type of SOC report needed
• Identify relevant criteria and control areas

2
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Evidence Gathering & Testing
How SOC Reporting Works
Introduction to SOC Reporting

• Auditors conduct interviews and walkthroughs and review control documentation
• Testing includes sampling transactions, reviewing system configurations, and validating process 

execution
• Exceptions, if identified, are documented with context and assessed for materiality

3
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Report Drafting & Delivery
How SOC Reporting Works
Introduction to SOC Reporting

• After testing, the auditor prepares a draft report 
including the system description and test results

• Clients have the opportunity to review and 
respond to draft findings

• Final reports undergo quality control before 
issuance

• SOC bridge letters may be issued to cover the 
gap between the end of the review period and 
client needs

4
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Common Pitfalls: Lack of Control Ownership, Inconsistent 
Controls, & Segregation of Duties

Understanding Next Steps
Introduction to SOC Reporting

• Lack of Defined Control Ownership:
• Controls may be informally managed or inconsistently executed
• Lack of accountability can result in gaps during evidence collection

• Inconsistent Application of Controls:
• Control activities are not followed uniformly across teams or regions
• Leads to unreliable audit results and potential exceptions in the 

report
• Segregation of Duties (SoD) Issues:

• Key functions such as processing transactions and developing and 
promoting changes are not separated

• Increases risk of fraud or error without adequate review
• Change management without independent approval or testing is a 

frequent finding
31
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Common Pitfalls: Documentation, Overreliance on Tools, & 
Readiness Missteps

Understanding Next Steps
Introduction to SOC Reporting

• Inadequate Documentation or Retention:
• Policies and procedures may exist but are outdated or incomplete
• Evidence, e.g., approvals, logs, may not be retained long enough for the audit period
• Missing documentation can prevent auditors from verifying control operation

• Overreliance on Automation or Tools:
• Organizations assume that systems enforce controls without confirming configurations
• Tools may not be properly set up to log or enforce expected outcomes

• Rushing Into a Type 2 Examination Without Readiness:
• Starting before processes are fully implemented or tested leads to exceptions
• A readiness assessment can mitigate risk and establish a baseline
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Case Study: SOC 1 Readiness Assessment for a Large 
Analytics Company

Understanding Next Steps
Introduction to SOC Reporting

Need 
Large customer required 
comfort over analytic reports 
received from service 
organization prior to engaging

Approach
SOC 1 Readiness Assessment 
followed by SOC 1 Type 2 
Examination

Result 
Satisfied contractual 
obligation, identified tailored 
improvement strategies, 
enhanced operation rigor, 
better positioned to scale and 
bid on larger projects
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Case Study: SOC 2 Readiness Assessment & Type 1 for a 
Leading Insurance Company

Understanding Next Steps
Introduction to SOC Reporting

Challenge 
Absence of defined controls, 
lack of understanding of SOC 
audit requirements, large 
portfolio of applications

Approach
SOC 2 Readiness 
Assessment, followed by Type 
1 and then Type 2

Result 
Faster sales cycles, 
increased customer trust
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Understanding Next 
Steps
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Is Your Organization Ready?
Understanding Next Steps
Introduction to SOC Reporting

• Do customers or prospects request assurance reports?
• Do you have established processes and documentation?
• Would a SOC report support your growth goals?
• Consider starting with a readiness assessment
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Getting Started With SOC Reporting
Understanding Next Steps
Introduction to SOC Reporting

• Determine which SOC report is appropriate for 
your business and customer needs

• Select a qualified audit firm with relevant SOC 
and industry experience

• Begin with a readiness assessment to uncover 
control gaps

• Establish internal project leadership and 
documentation owners to support the process
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Maintaining Your SOC Program
Understanding Next Steps
Introduction to SOC Reporting

• Annual SOC Type 2 renewals recommended 

• Continual control operation and evidence collection 

• Conduct internal reviews and update controls 

• Build a culture of audit readiness 
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Final Thoughts & Key Takeaways
Understanding Next Steps
Introduction to SOC Reporting

• SOC reports are critical for building trust 

• SOC 1 and SOC 2 are most commonly issued

• Start with readiness and engage experienced auditors 

• Use SOC as a strategic business tool 
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Questions?



Contact

Forvis Mazars

The information set forth in this presentation contains the analysis and conclusions of the author(s) based upon his/her/their research and 
analysis of industry information and legal authorities. Such analysis and conclusions should not be deemed opinions or conclusions by 
Forvis Mazars or the author(s) as to any individual situation as situations are fact-specific. The reader should perform their own analysis 
and form their own conclusions regarding any specific situation. Further, the author(s)’ conclusions may be revised without notice with 
or without changes in industry information and legal authorities.
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